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PaGovast mporpamMma paccMOTpeHa U OJ0o0peHa Ha 3acelaHuu Kadenpsl

«MHabopmanmonHas 6e3omnacHocTb» 16 urons 2016, mpotokon Ne 4.

PaGoyass mnporpaMma paccCMOTpeHa U OJo0peHa y4eOHO-MEeTOOUYEeCKOU
KOMHUCCHel (aKyJbTeTa KOMITBIOTEPHBIX TEXHOJIOTHH U MH(OOPMATUKH 22 CeHTA0ps

2016 npotokoma Ne 7.



AHHOTAIIUA ANCHUTIJINHBI
«HUHOPOPMAIINOHHAS BE3OITACHOCTb»

OcHoBHOI1 OEJIBIO JUCIHHUITIIMHBI ABIIACTCA N3YUYCHHUEC aCliMpaHTaMu
CIIeIUAJIBHBIX BOIIPOCOB IIPOEKTHPOBAHUSA CUCTEM HH(bOpMaHHOHHOﬁ 0€30I1acHOCTH B
TaKHuX O6J'IaCT}IX, KaK TEXHOJIOTHUYECKHUEC ITPOLECCHI 3allIUTHI I/IH(i)OpMaHI/II/I N MCTOABI UX
COBCPIICHCTBOBAaHMUA. Taxxe pacCMaTpuBarOTCA OCOOEHHOCTH MAaTEMaTHUYECKOTO U

HMMHUTAIMOHHOT'O MOJCIINPOBaHUS.

SUBJECT SUMMARY
« INFORMATION SECURITY »

The prime object of this discipline is the special questions of information
security engineering in such fields as foundation of technological processes of creation

and upgrading information defense methods.

Also, the features of the mathematics and imitation modeling use are discussed.



LEJIU U 3ATAYM JUCIHUATLINHBI

1. M3ydeHnre  OCHOBHBIX  CpeACTB H  CIOco00OB  obecredyeHus
MH(OPMaLlMOHHON 6e3011aCHOCTH, 3HAHUE PUHITUITOB IIOCTPOEHMS CUCTEM
3aIUTHl ”HHOPMAIIHH.

2. UByyeHne TMpPUHLMIIOB U pelICHUN 0 CO3/JaHUI0 HOBBIX H
COBEPILEHCTBOBAHUIO CYIIECTBYIOIIMX MPOrPaMMHBIX CPEACTB 3alllUTHI
uHboOpMalMu U 3HAaHUE METONOB obecreueHuss HWH()OPMAIIHOHHOM!
6e30macHOCTH ¢ oMot cuctemHoro [10.

3. W3yueHne TeOpeTHMUECKHX OCHOB IIPOCKTHPOBAHHUS  3aIlUIIEHHBIX
OTIepallMOHHBIX CUCTEM.

4. ®opmupoBaHME YMEHUH pa3pabaTbiBaTh U COINPOBOXKAATH IPOEKTHYIO
JOKYMEHTAIIUIO 110 CHUCTeMaM 3allluThl HHPOpMAaITun

5. ®opMHpOBaHHWE YMEHMsS MPUMEHATh MaTEeMaTHYeCKWH  armapar
pa3IUYHBIX TEOPUH B HEOOXOMUMBIX HJisi MPOSKTHPOBAHHUS OTPACIAX
3HAaHUU.

6. YMeHue MpoBOAUTH HAYUHBIE SKCTIEPUMEHTHI.

7. OcBoeHue npodeccuoHaNIbHON TEPMHUHOJIOTUH B obnactu
UH(POPMAIIMOHHOM 0€30I11aCHOCTH.

8. IlomydeHue HaBbIKa MATEHTHOU U U300peTaTENIbCKON NeATeIbHOCTH.

9. IlomyyeHue HaBbIKa MCIOJI30BAHUS METOAMK KOMITBIOTEPHOTO aHaIu3a
pe3yJbTaTOB HAYYHOU pabOThI, SKCIIEPUMEHTOB.

10.ITony4yeHue HaBbIKA UCIIOIB30BAHUS MEXAHU3MOB 3aIUThI HH()OpPMAIUH.

[lepeueHs KOMIMETEHINH, B ((OPMUPOBAHUU KOTOPHIX yYaCTBYET MUCIHUILUIMHA,
IIpUBEJICH B MaTpHIle KoMIeTeHI[ul, npuiaraemoit k OOIL

Hacrosimmas mporpamMma coctaBiieHa Ha ocHoBe «lIporpamMmbl KaHAMAATCKUX
5K3aMEHOB IT0 UCTOPUHU B GUIocoGUU HAYKH, MHOCTPAHHOMY SI3BIKY M CIEI[AaJIbHBIM
TUCIUIUTHHAMY, YTBEP)KISHHOH prkazoM MunobpHayku Poccun ot 8 oktsibps 2007
r. Ne 274 (3apeructpupoBan MmuntoctoMm Poccunm 19 oxtsa6ps 2007 r.,

peructpanuoHHbiii Ne 10363).



MECTO JUCHUIIJIMHBI B CTPYKTYPE OOII

Hucuumnina «MrpopmMalionHast 6€30mMacHOCTE) OTHOCHTCS K BapUATHBHOM
act OOIL /[lucuuniuHa mnpemnofjaeTcss Ha OCHOBE 3HAHWi, MOJYYEHHBIX MpH
OCBOEHHMH TPOTpaMMbl MarucCTpaTypbl WM CHELUATUTEeTa, 00eCIieYHBaET H3yueHHE

NnocJjIeAyromux JUCHHUITINH:

1. «Metozpl 1 cUCTEMBI 3aILUThHI HH(MDOPMALUK, HHYOPMALMOHHAS
0Ee30I1aCHOCTDY)
¥ obecreunBaeT MOATOTOBKY BBIMYCKHOM HaydyHOM KBanM(UKALMOHHON paboThI

(mucceprarym).



CONEPKAHME IUCHUILIAHBI

Beenenmne (6 akagem. 4)

Ienr m 3amauvl QUCLMIUIMHBI, METOIMYECKHE PEKOMEHIAIMM acllUpaHTaM U
JIOKTOpPaHTaM I10 U3YyYEHHUIO MaTepUalioB U CaMOIIOJITOTOBKE.

Ilonsatne 3ammineHHOM (IoBepeHHOH) omepaunoHHON cucteMbl. O630p
3alUIIEHHBIX ONEPAllMOHHBIX CUCTEM ceMeiicTBa Linux. ApXuTekTypa, Ha3HAUYeHHE U
0071aCcTU NpHMEHEHHUS OIIePallIOHHON CHCTEMBI criennaibHoro HasHauenus (OCCH).
OcHoBBI MoNB30BaTeNIbCKONR paboThl U agmuHUcTpupoBanuss B OCCH. BapuaHnTsl
3arpy3kud u cucrema perucrpanud B OCCH. AaMUHHCTpUpOBaHHE MapaMeTpOB
rpadudeckoro Bxozma B cucteMy. OCHOBHBIE MpUEMBI PabOTHl C 3aAINUILEHHOI
rpapuueckoil moxacuctemoit Fly. 3aBepiileHue TMOIB30BATENBCKOrO CceaHca H

3aBepuieHue paboTsl. OcHOBHBIE 3aaun aaMuHHCTpHpoBanus OCCH.

Tema 1. ManpatHas cymHocTHo-poJieBasi /JIII-moxenns ynpaBiaenust
AOCTYNIOM M HHGPOPMANHOHHBIMH NOTOKAMH B OINEPANHMOHHBIX CHCTEMax

cemeiicTBa Linux (28 akagem.u)

[Toaxon x dopmupoBanuto Mojenn. COCTOSHUE CUCTEMBI, 3JIEMEHTBI COCTOSHUA.
QOyHKIMOHAIBHO WJIM NTapaMeTPUUYECKU acCOLMUPOBAaHHBIE CYUIHOCTU. DaKTHYECKOe
BiazeHrne. KoppeKTHOCTh OTHOCUTENBHO OTOKA 10 BpeMEHU. Y TIPaBIeHUE TOCTYIIOM.
Joctynsl M mpaBa pgocTtyna. 3aJaHu€ MaHIATHOTO YIPaBIEHUSI JTOCTYIIOM IS
COCTOSIHUMA CUCTEMBI. 3aJlaHhe MaHAATHOIO KOHTPOJIS LEJOCTHOCTH ISl COCTOSIHHM
cuctemsl. [IpaBuna npeoOpa3oBaHusl COCTOSHUN. YCIoBUs 6€30MacHOCTH CUCTEMEI.
Peanuzanust momenu. AHanu3 crocoba 0OOCHOBaHMS KOPPEKTHOCTH peaih3alliu
MoJenu B mporpamMmmMHOM Koje. Apantauus u BHeapenne MPOCII [II-monenu B

OCCH.



Tema 2. Ynpasiaenue 0e3onacHoctbio OCCH (28 akagem.u)

MaHngaTHoe ympaBieHHe JAOCTynoM. [IpoGiembl peanmu3anwyi MaHIATHOTO
yIpaBlieHUs] JOCTYIIOM B ONlEpallMOHHBIX cucTeMax. Peannzanus MaHIaTHOTO AOCTYya
B OCCH. AnmunuctpupoBanue MaspatHoro paoctyna B OCCH. ManpaTHbiid
KOHTpPOJIb LIEJIOCTHOCTU. YTpaBiIeHHE JOCTYIIOM K oObekTaM rpadudeckon
noxcucteMbl. OcobenHoctu ayrteHTuQukanmuu. OcobeHHocTH ayaurta. CebeBoe
B3aumogericteue ¢ OCCH. Opranuzauus noMeHHON MHGpacTpyKTypsl. Jloruueckue
ypOBHU ceTeBoi wuHDpacTpykTypel. @DopmupoBaHHe 0a30BOro ypOBHS CETEBOM
uHppactpykryper OCCH. ®opMmupoBaHue KOPIOPATUBHOIO YPOBHS CETEBOM
uHppactpykrypsl OCCH. Ciyxb6a ALD. AaMuHuUCTpUpOBaHWE JOMEHHOU CETEBOM

undpactpykrypst OCCH.

Tema 3. PaGora ¢ y4eTHbIMH 3anHCSIMH IOJIb30BaTeseill U rpynnamu (14
akajaemM.4 )
Ilens w 3amaum paboT. OCHOBHBIE TeopeTHYecKHe cBefeHus. llopsmok

BBITTOJIHCHU A pa60T. Co,uepxcaHHe OTYETHOU AJOKYMCHTAaLlUH.

Tema 4. Co3ganne m HacTpoliKa mapamMeTpoB MaHJATHOIO yNpaBJIeHHS
AOCTYNIOM M MAHJATHOI0 KOHTPOJIsl HeJiocTHOCTH (14 akanem.q)
Ilenr u 3amaum pabor. OCHOBHBIE TeopeThyeckue cBefeHus. llopsnok

BeITIONTHEHUs paboT. ConepkaHrue OTUETHON JOKYMEHTALUH.

Tema 5. MaHaaTHoe ynpaBJjieHHe JocTynoMm Kk ¢aiijsoBoii cucreme» (14

aKajaem.4)

Ilens m 3amaun pabotr. OCHOBHBIE TeopeTHUeckue cBeneHus. llopsamox

BhINOHEHUs paboT. ComepkaHrne OTYETHON JOKYMEHTAlUH.



Tema 6. AyrenTudukanus noJib3oparejiei B cucreme. Pabora ¢ moxyasasmu
P (14 akagem.u)
Iens u 3amaum paboT. OCHOBHBIE TeopeTHUecKHe cBefeHus. Ilopsamok

BbINIOJIHEeHUsI paboT. ConepkaHre OTYETHON JOKYMEHTAIMH.

Tema 7. HacTpolika MeXxaHH3MOB OpPraHH3alHU 3aMKHYTO# NMPOrpaMMHO#i
cpeabl. Koutpouasb nesoctHoctu KC3» (14 akagem.q)
[lens u 3amaun paboT. OCHOBHBIE TeopeTHUecKHe cBeneHus. I[lopsmok

BBITTOJIHCHU A pa60T. ConepxcaHHe OTYETHOU JOKYMECHTALlWU.

Tema 8. Hactpoiika ceTeBoro B3aumogeiicteus (14 akagem.u)
ens u 3amaun paboT. OcCHOBHBIE TeopeTHUeckne cBeneHus. [lopsmok

BEITIOTHEHUS paboT. ComepikaHue OTYETHOU TOKYMEHTAIIUH.

Tema 9. KondurypupoBanue ciayx0bl Astra Linux Directory (14 akagem.
4)
Ilenp wm 3amaun pabor. OCHOBHBIE TeopeTHdeckue cBeneHus. Illopsmok

BEITIONTHeHUs pabot. ConepkaHne OTYETHON JOKYMEHTAIlUH.

Tema 10. YnpaBienne mnporpaMMHbiMH nakeramu. Hacrpoiika
cHcTeMHBIX ciy:x0 (14 akagem. 1)
Llenp wm 3amaun pab6otr. OcHOBHEIE TeopeTudeckue cBeneHus. llopsamok

BEINOJTHeHUs pabot. CoaepkaHre OTYETHON JOKYMEHTAlUH.

3akaouenne (6 akagem.u)
CoBpeMeHHOE COCTOSIHUE JIeT B 00JIACTH IPUMEHEHUS TEXHOJIOTHH ITEHTECTUHIA

B HHTEpECAaX KOHTPOJIA 3alNUIEHHOCTHU ONEPAMOHHBIX CHUCTEM M CHUCTCMHOI'O I1O.



ObecniedeHne KOMITBIOTEPHON 0€30MacHOCTH B OpraHusanuy. KoMruiekcHas 3ammra

UH(opMaluu Ha 00beKTe HH(POPMATU3ALHH.



YYEBHO-METOIUYECKOE OBECITIEYEHUE JUCIHUIIJIMHBI

IlepeyeHb OCHOBHOM M JOMOJIHUTEJIbHOH y4e0HOI JJUTEPATyphl,
Heo0X0AuMOii /15l OCBOCHHUSI JHCUHMIIVIHHBI

K-Bo 3k3.
HazBanmue,
Ne Cemectp| B OHOIL
6ubnuorpadguueckoe onrucaHue
(ma xad.)
OcHoBHas nuTeparypa
Jleprosa E.C., Monnosss JI.H., Monnossa H.A.
1 |Kpunrorpaduyeckue mpotokoisl. - CI16., Uza. CIIGIDTY, 1 42 (0)
2010. - 100 c.
MonnoBsiH H.A. TeopeTnueckuii MUHUMYM U aJITOPUTMBI
2 |juudposoit moamucu. — CI16.: BXB — [Terep6ypr, 2010. — 1 26 (0)
304 c.
Jleprosa E.C., MonnossiH H.A., Monnossu ILA.
3 [DIeMeHThI TEOPETHIECKHUX OCHOB Kpunrorpaduu. - CII0., 1 78 (0)
zn. CII6IDOTY, 2009. — 92 c.
Monnossa A.A., Mongossa H.A., 'y H.JI., 3otoB b.B.
4  [Kpunrorpadus. Ckopoctrsie mu¢ppsl. — CI16.: BXB — 1 25 (0)
[TeTepOypr, 2002. — 496 c.
Crommuare B. Kpurnrorpadus u 3amura ceTeil: NpUHIUIIEL
5 |u mpakTuka., 2-e u3a.: Ilep. c anrn. — Mzn. oM 1 42 (2)
«Bunesamc», 2001. — 672c.
JlomoJTHATETbHASL TUTEpaTypa
MoungossH H.A., MonnossH A.A. BBenenue B
1 |[KPUIITOCHCTEMBI C OTKPHITHIM KitodoM. — CII6.: BXB — 1 3(0)
[TeTepOypr, 2005. — 286 c.

3aB. OTZIEIOM yueOHOU JIUTEPATyPEI

T.B. Kucenena
73. /1. (7
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Ilepeyenp pecypcoB HHGOPMALMOHHO-TEJIeKOMMYHHKAIHOHHOM CeTH

«I/IHTepHET», HCIIOJIb3yEeMBIX IIPH OCBOCHHH THUCIHHUITIHHBI

Ne DJeKTpOHHBIN angpec

http:// www.sec4all.net

http://www.allsecurity.info
http://www.razym.ru/naukaobraz/disciplini/matem/220244-petuhov-gb-
yakunin-vi-metodologicheskie-osnovy-vneshnego-proektirovaniya-

3 celenapravlennyh-processov-i-celeustremlennyh-sistem.htm
Metoposoruueckrue OCHOBBI BHEITHETO MPOSKTUPOBAHMUS

IeJIeHaIllpaBJIeHHBIX NIPOIIecCoB U HeneycTpeMieHHbIx cucteM / I.B. Iletyxos,
B.1. Axynun.— M: ACT, 2006. —504

NudopManOHHBIE TEXHOJOIMM (ONEpallIOHHBIE CHUCTEMBI, IPOrpaMMHOE
obecnieueHre oOmero U  COEHUANIM3UPOBAHHOTO  HA3HAuUEHHUs, a TaKxke
UHOOPMAIIMOHHEIE CIIPaBOYHBIE CHCTEMBI) M MaTepUalbHO-TEXHHUYEecKas Oasa,
UCIIOJIb3yeMble TPU OCYIIECTBICHUM 00pa3oBaTEeNIBHOrO IIpoliecca M0 AWCLUIUIKHE,
COOTBETCTBYIOT TPeOOBaHUSAM (eepaaIbHOr0 rocyAapCTBEHHOI0 00pa30BaTEIbHOIO
CTaHJapTa BhICIIEr0 00pa30BaHuUs.

Omnucanue WHGOPMAIIMOHHBIX TEXHOJOTUI U MaTepHalbHO-TEXHUYECKON Oa3bl
npuBeneHo B Y MK/I iuCUMIUIMHEL.

KonkpeTHsie QopMBI U MpoUeNyphl TEKYyLIEro KOHTPOJS 3HAaHUM W
IPOMEXYTOYHOM aTTECTAINH, a TAK)KE METONYECKUe YKa3aHUs I 00y4alouXCs 110
CaMOCTOSATENbHOU paboTe mpu ocBoeHWH AuMCIUILINH (conepxkamuecs B OOII)

JOBOOATCA OO CBEACHUA o6yqa}omnxc;1 Ha IIE€PBOM 3aHATHH.
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\UPn / | Kynpussos M.C

/ /”/2 Muxankos B.A.

I'psi3noB A.1O.

/g&ﬁ% [Moroaun A.A.
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JUCT PETUCTPAIIAU U3MEHEHUI

Hata

N3smenenue

JlaTa 3acemanus
YMK, Ne npot-na

ABTOp

Hau. MO

13



