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AHHOTAIWS TUCHATLINHBI
«METO/Ibl U CHCTEMBI 3AIIIUTHI THO®OPMAILIWH,
MH®OPMALMOHHAS BE3OITACHOCTb»

OcHoBHOH OEJIBIO AUCIHUIIIIANHBI SIBJIACTCA HN3Y4YCHHUEC acCliMpaHTaMH
CIICNHAJIBHBIX BOIIPOCOB HH(bOpMaHHOHHOﬁ 0€30MacHOCTH B TaKMX o6nacmx, Kak
TCXHOJIOTHYCCKHE IIPOLECChI 3alIUThI I/IH(bOpMaHI/II/I )41 METObI Hux
COBECPIICHCTBOBAHHA. Taxxe pacCMaTpuUBarOTCA OCOOEHHOCTH HCITOJIB30BaHMSA

[IporpaMMHO-aIlIIapaTHbIX CPEACTB 3allIUThI I/IH(l)OpMaLIHH.

SUBJECT SUMMARY
« METHODS AND MEANS OF THE INFORMATION DEFENCE,
INFORMATION SECURITY »

The prime object of this discipline is the special questions of information
security engineering in such fields as foundation of technological processes of creation

and upgrading information defense methods.

Also, the features of the special hardware and software equipment use are

discussed.



HEJIN U 3AJAYU TN CHUITJINHBI

1. M3yyenre  OCHOBHBIX CpeACTB M  CIOCOOOB  obecreyeHus
MH(POPMALMOHHOM 6€30M1aCHOCTH, 3HAaHHUE IPHHIIKITOB [TOCTPOEHHS CHCTEM
3alUTH HH)OPMALIHH.

2. W3yuyeHne NpUHUUIIOB M peHIeHHH (TeXHHYEeCKHe, MaTeMaTHYeCKHE,
OpraHU3al[MOHHbIE W JIp.) MO0 CO3JaHUI0 HOBBIX U COBEPIIEHCTBOBAHMIO
CYLIECTBYIOIIMX CpPEACTB 3aluThl MHGOpPMAMM M 3HAHHE METOJOB
obecrieueHnst THPOPMALIMOHHOM 0€30MacHOCTH.

3. ®opMupoBaHMEe YMEHHU pa3pabaTbiBaTh U COMPOBOXKIATH IPOEKTHYIO
JIOKyMEHTALIMIO 110 CUCTEMaM 3alllUThl HH(MOpMaIUn

4. ®opMHpoBaHHE YMEHUS IPOBOIUTH HAYYHBIE SKCIIEPUMEHTHI.

5. OcBoenue npo¢eCCUOHATBHON TEPMUHOJIOTUU B obnactu
MH(pOpMaLIMOHHOH 06€30I1aCHOCTH.

6. ITonmyuyeHue HaBbIKa MTATEHTHON U N300peTaTENbCKON 1eITeTbHOCTH.

7. TlomyueHre HaBbIKAa KCIIOJIB30BAHUS METOAMK KOMIIBIOTEPHOIO aHaju3a
pe3yJIbTaTOB HAy4YHOH paboThl, SKCIIEPUMEHTOB.

8. ITomyuyeHHe HaBbIKa MWCIIOJIB30BAHUS CPEACTB TEXHUYECKON 3alIlMTEI
HH(OpPMAIMK ¥ aHAJIK3a Pe3yJIbTaTOB KOHTPOJIS 3alIUIEHHOCTH 00BEKTOB
BBIYHMCIIUTENIBHON TEXHUKHU.

[lepeyeHbp KOMIETEHIUH, B (OPMUPOBAHUU KOTOPBIX y4acTBYeT NUCLMILIMHA,

NpUBEJEH B MaTpHLle KoMIeTeHIuH, npunaraemoi k OOIL.

Hacrosimas mporpamMma cocTaBiieHa Ha ocHOBe «lIporpaMmel KaHIMIATCKHX
5K3aMEHOB I10 HCTOPHH U (UI0CcO(UHN HayKH, HHOCTPAHHOMY SI3BIKY U CIELHAIBHBIM
IMCLMIUIMHAMY, YTBEPXKIEeHHOM mpukazoM Muno6pHayku Poccun ot 8 oktsabps 2007
r. Ne 274 (3apeructpupoBan Munroctom Poccun 19 okra6ps 2007 r,

peructpaoHHbIH Ne 10363).



MECTO JACHUILINHBI B CTPYKTYPE OO

JucuuniarHa «Metozpl 5 CHUCTEMBI 3aIUTHI UHpOpMaIy,

nH(OpMaLOHHAs 0€30MaCHOCTE» OTHOCHUTCA K BapuaTuBHO# yactu OOII.
JluciuIuinHa u3y4yaeTcsl Ha OCHOBE paHee OCBOSHHBIX IUCIUILINH y4eOHOro IUTaHa:

1. NudopmarmonHas 6€301macHOCTh
2. Teopetryeckue OCHOBBI KpUIITOrpaduu.
1 obecreynBaeT MOATOTOBKY BBITYCKHOM Hay4yHO! KBaIU(PUKAIIMOHHON pabOThI

(muccepTamym).



COJEPXAHUE JUCHUIIJIMHbI

Beenenne (4 akagem. 1)

VcTopus BO3HMKHOBEHHs IPOGIEMBI 3alMThl HHOOPMAIIMH, HHGOPMAIIIOHHO-
nporpaMmHoro obecriedenus. [lpeamer u 3ajadu AMCLAIUTMHBL [TpenmnochUIKu
ySI3BUMOCTHU HH()OPMALIMOHHO-TIPOTPAMMHOTO obecreyeHusl. daxTsl,
XapaKTepU3yoLlie OCTPOTY MPOOIEMBI 3aIIUTEHI MH()OPMALIMOHHO-NIPOrPAMMHOTO

obecrieueHus .

Tema 1. OGecniedenne KOMIIEKCHOH 3alIHThI 00beKTa HHPOPMATH3AIHH
(16 akagem.4)

OCHOBHBIE 3TaIlbl Pa3BUTUS KOHIENIHMH 3amuThl. CyIHOCTh M LEJIH 3alUTEI
MH(pOPMAIIHOHHO-IPOrpaMMHOro obecriederns. Conepikanne CUCTEMHOrO MOAX0/a K
samuTe MHGOPMAIMOHHO-NpOrpaMMHOro obecreverus. CTPYKTypa W IpPHHLMIEI
(GYHKIIMOHMPOBAHUS COBPEMEHHBIX ABTOMATU3UPOBAHHBIX CHUCTEM. ObGecneueHue
¢Gu3rgeckoi 6€30MacHOCTH.

Tema 2. 3amura napopmanuu or HCJI (16 akaxem.4)

Crioco6bl pasrpaHuyeHus JoCTyna. PasrpaHuyeHue NOCTyld MO CIHCKaM.
Mcronp30BaHHe MaTPUIIbl yCTAHOBIECHUS TOJHOMOUKM. PasrpaHuyeHne 10CTymna 1o
YpOBHSM CEKpETHOCTH M MaHznaTam. KOMOMHMpPOBaHHBIE METOABI Pa3rpaHMteHHUs
poctyrma. OCOGEHHOCTH TNPOrPaMMHOM pealu3allii KOHTPOINA yCTaHOBJICHHBIX
IIOJTHOMOYMH.

Tema 3. 3amuTa NporpaMm ot pacnpocrpanenus. (16 aKaJaeM.4)

MeTo STAIOHHBIX XapaKTepUCTUK. IIOHATHE 3AIUMIICHHOW MPOrpaMMBL.
3allUIEeHHbIE JUCTPHOY TUBBI.

Tema 4. 3amurTa nporpaMm oOT KONHPOBAaHMS, MCC/IEA0BAHUA H
moaupukauun. (16 akaxem.4)

OcHOBHbIe (YHKIMH IOACHCTEMBI 3aLUUTHI IPOrpamMM OT KOMHPOBAHMA.
UneHTHOMKALMS aNapaTHO-TIPOrPAMMHOM Cpe/ibl BBITIONHEHHS IIPOrPaMM. 3amura
mporpamMM OT HccleoBanus. Ficnonp3oBaHue KOHTPOJBHOTO CYMMUPOBaHHMs IS

3al[MThI [IpOrpaMM OT MO)II/I(bI/IKaI.II/II/I.



Tema 5. O6ecneyenne puU3H4YECKOH H JTOTHYECKOH LEJIOCTHOCTH NPOrpaMM.
(16 akanem.4)
Pacuer KOHTPOJIbHBIX CyMM. X3LIUpPOBAaHUE. OGecnieueHue
HETPOTUBOPEUYUBOCTU MHPopManuu. KoppexTupyromue KOsl
Tema 6. O6ecneuenne 1ocTynHocTH nHpopmaunu. (14 akagem. 9)
Texuonorus «uMMo00TOB». (OecrieueHre HENMPEPHIBHOCTUA HEATEIBHOCTH
opranusanuy. KOHLIENIMKM U IUTaHBl BOCCTAHOBJIEHUS OT/ENOB HMH(GOPMalMOHHBIX
TEXHOJIOTHM © opraHu3anuid mnocie OexctBui. TexHonoruyeckas IOIIEPKKaA.
Vcnonp30BaHie HAaHO- U KBAHTOBBIX TEXHOJIOTHU 1Jis oOecredeHrs: rapaH THPOBAHHOM
JOCTYIIHOCTH WH(GOpPMAalMU Y HaJEeXHOCTH (QYHKIMOHUPOBAHUS KOMIIBFOTEPHBIX
CUCTEM.
Tema 7. Ayautr undopmanuoHHOoi OesomacHocTH. MeToabl M cpeacTBa
neHTecTHHra. (8 akagem. 4)
Opranusauus ayaura MB. Bugsl pa6or. Texnuueckoe obecrieyeHue ayaura
OpraHu3anus eHTeCTUHra. TecThl Ha MPOHUKHOBEHHUE.
3akiaoueHue (2 akagem.4)
CoBpeMeHHO€e COCTOsHHE Iell B 001acTH 3amuThl nHpopmamuu. ObecnedeHne
KOMIIBIOTEPHON 6e30macHOCTH B opraHu3anuy. KoMmiekcHas 3amuTa HHGOpMaliu

Ha 00beKTe HH(GOPMATU3ALUH.

Pedepar

Pedepat 1o pe3ypTaTaM JUCCePTALMOHHBIX UCCIISI0BaHHI OKEH CONEPKaTh
OCHOBHBIE pa3fiebl II0 COCTaBy COOTBETCTBYIOIIME TPeOOBAHMIM CIIIDTY x
apTopedepary [OHCCEpTAallMM Ha COMCKAaHHE CTENeHH KaHAuIara (moxTopa)
TEXHUYECKUX HaYK.

[IpumMepHBIE TEMBI:

1. MeTo/ MOBBIIIEHUS] CKPBHITHOCTH Iepelauyd MHQOpMaliy B paguoKaHaje

IyTeM WCIIOJIb30BaHMUs JIUHAMUYECKOTO YIPABJIEHUS II0JISPU3ALIMIOHHOMN

CTPYKTYypO} pagyioBOJIH.



2. Metox MOBBINIEHHS CKOPOCTH KpUNTOrpaduuecKuX NpeoOpa3oBaHMil Ha
ocHoBe Koz0B bapkepa.

3. O6ocHOBaHME MEPONPHUATHH HHPOPMALMOHHON GE30IaCHOCTU COIHAIBHO
Ba)KHBIX 00BEKTOB.

4. MeTtoJ pacueTa CHCTEM M CETel MacCOBOT0 00CITYKUBAHUS C «Pa3OrPEBOM»
B 3aayax OLICHUBAHUS OIEePaTUBHOCTH (bYHKIIMOHUPOBAHUS
NEPCIIEKTUBHBIX 3aIIUIIEHHBIX [IGHTPOB 00paOOTKHU TaHHEIX.

5. Mogenu u Meronsl obecnedeHus kuBydectd HMYC rpynmupoBok

KOCMHUYECKHX aIlllapaToB.

Approximate subjects:
1. A method of increase of reserve of information transfer in a radio channel
by use of dynamic management of radio waves of polarizing structure.
2. A method of increase of speed of cryptographic transformations on the
basis of Barker's codes.
3. Justification of actions of information security of socially important
objects.
4. A method of calculation of systems and networks of mass service with
"warming up" in problems of estimation of efficiency of functioning of the
perspective protected data-processing centers.
5. Models and methods of ensuring survivability of IUS of groups of

spacecrafts.



YYEBHO-METOJIUYECKOE OBECIIEYEHUE AUCHUTIIAHBI

IlepeyeHb OCHOBHOM H 1ONOJIHHTENLHOMN y4eOHolH JiuTepaTyphl,

HGOGXO}IHMOﬁ AJISA OCBOCHHS JUCHHIIIMHbI

K-Bo 3Kk3.
HazBanue,
No Lenice B OMOI.
oubarorpaduyeckoe onucanue iF
(Ha xad.)
OcHoBHas nuTepaTypa
Bopona B. A., TuxonoB B. A. WHXeHepHO-TeXHHYECKas U
noxxapHas 3auura o0bekToB. — MockBa: T'opsyast JIunus—
Tenexom 2012 r.— 512 ¢. — DnextpoHHOE W3nanue. — ISBN
| [978-5-9912-0179-7 g | BC
«AHOYKC»
https://ibooks.ru/reading.php?productid=333380
[Terpenko C.A., Ilerperko A.A. Ayaut 6e30macHOCTH
2 [ntranet. - M:"IIMK TIlpecc", 2010. — 386 c. — § 9bC
«JIaHb»
https://e.lanbook.com/book/1113?category pk=1545#authors
buproxoB A.A. MHpopmannonHas 6e30MacHOCTB: 3aIlUTa |
Hanagenue. - M:"IIMK [IlIpecc", 2012. — 474c. -
3 https://e.lanbook.com/book/39990?category pk=1545#book n 8 9bC
«JIaHb»

ame

JlonosnHUTENbHAS TUTEpaTypa




bapuc K., boyrc T., Jlokig [I., Yne 3. 3ammra oT Xakepos
OecnpoBozHbIX ceted. - M:"JIMK TIlpecc", 2012. — 592¢. — Basza DEC
https://e.lanbook.com/book/1119?category pk=1545#book na . «Jlab»
me
3aB. OTAENIOM yueOHOM TUTEPATyPhI /[l/{ g T.B. Kucenesa
13, H. [ F.

Ilepeyens pecypcoB HHGOPMALIHOHHO-TEJIEKOMMYHHKAIIHOHHOMH ceTH

((I/IHTepHeT», HCIIOJIb3YEMbIX IIPH OCBOCHHH JHCHHUIIIHHBI

Ne DNEeKTPOHHBIN aipec
http:// www.sec4all.net
2 | http://www.allsecurity.info

NHopMaliioHHbIE TEXHOJOTUU (ONEepallMOHHBIE CHUCTEMBI, IPOrpaMMHOE
obecrieueHue 00OmIEro ¥  CHEUAIM3UPOBAHHOIO  HAa3HA4YeHUs, a  TakKke
UH(OpMAI[MOHHBIE CIPAaBOYHbIE CHUCTEMbI) W MaTepUalbHO-TEXHHYecKas Oa3a,
UCITOJIb3yeMble TIPH OCYIIECTBIEHHMH 0Opa30BaTENbHOIO IMpolecca M0 AUCLMILIMHE,
COOTBETCTBYIOT TpeOOBaHHSIM (eepabHOIO rocyIapCTBEHHOrO 00pa30oBaTeIbHOIO

cTaHaapTa BbICHIETO o6pa303aH1/m.

Onucanye HHPOPMALMOHHBIX TEXHOJOTUI ¥ MaTepHUabHO-TEXHHIECKON Oa3bl

npuBeneHo B Y MK/ nucuuninHe!

KoHkpeTHble (OpPMBI U TPOLEAYPHl TEKyIIEro KOHTPOJs 3HAaHHH U
TIPOMEXYTOYHOM aTTECTALNH, & TAKXKE METOAMIECKUE yKa3aHUs IS O0y4YaroIHUXCs 10
CaMOCTOSITENbHOM paboTe NpH OCBOeHMH MMCLHMILIMH (coxmepxkammecs B OOII)

JOBOOATCA 1O CBEACHUS 06yqalonmxcsr Ha IIEpBOM 3aHATHH.
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[Ipunoxenue 1

MNEPEYEHDB DK3AMEHAIIMOHHBIX BOITPOCOB

[Mpennoceunku yszsumocta UITO.

OcCHOBHBIE 3TaIlbl pa3BUTUS KOHLIETIIIUH 3aIUTHI.

CyuHocts 1 nenu 3amutsl UIIO.

Copneprxanue cucTeMHoOro noaxoza k 3amute MIIO0.

CTpyKTypa U IpUHLIHUIIE! (YHKIUOHUPOBaHUs coBpeMeHHBIX BC.

Vrpo3er U0 u ux knaccudukanus. KoMneroTepHble IpeCcTyIICHHUS.

@DyHKIMKA CHUCTEMBl 3alIUTBl 10 TNPEAYNPEXACHUIO Yrpo3 © YCTPAaHCHUIO

TIIOCIIEICTBHI UX peann3anun. PaccienoBanne KOMIBIOTEPHBIX MPECTYIIIEHUM.

Knaccudukauuss crnoco00B U CpeACTB KOMIUIEKCHOM 3alMThl. TexXHu4eckas

peanu3alMs 3allUIIEHHOro KoMmmbloTepa. (OTeuecTBEHHBIE —3alUIIEHHBIE

KOMIIBIOTEPHI.

9. Knaccudpukanus MetonoB 3amurtel MIIO ¢ wucmons3oBaHueM MPOrpaMMHO-
anmapateix  cpeactB BC. OreuecTBeHHBIE 3alllMINEHHbIE ONEPAIMOHHBIE
CUCTEMBI.

10.OyHKIMM siApa CHUCTEMBl KOMIUIEKCHOHM 3ammthl. CucTemMa MHKpOsZep.
Peanusaryisi MUKpOspa, COCTABIAIOMIETO MEXaHU3M 3alllUTHI.

11.MHoroypoBHeBass CTPYKTypa CHCTEMBI 3aIlUTHl Ha OCHOBE IIPOrPaMMHO-
anmnapaTHbIX cpencTB OBM.

12.HanpasieHus popMau3aliy IPOLECCOB 3alUThl HH(POPMALMH,

13.Monenu 6e30MacHOCTH M JOKa3aTeJICTBO TEOpeM O€30I1aCHOCTH.

14 Mopens pasrpanudenus nocryna B cucreme MULTICS.

15.I'pacdoBast MoJelb 3aIUTE HHOPMALMH.

16.Uepapxudeckast MOAEIb O€30IaCHOCTH.

17.Mopenb nH)OPMALIMOHHOTO ITOTOKA.

18.Moienib KOHTPOJISI HECAHKLIMOHMPOBAHHOTO JOCTYIIA.

19.06beKThl BHEIPEHHUS, PeXKUMBbI (DYHKLUHOHUPOBAHUSA U CIENHUANbHBIE (QYHKIUH
BUpycoB. Pa3paboTka mexanusmoB ABC.

20.Knaccudukanus KOMIBIOTEPHBIX BUpycoB. Cxema 3apaxenus daitnos. Cxema
3apaXkeHHs 3arpy34uKoB. PazpaboTka MeXaHU3MOB 3allUTEI.

21.Pa3pa6oTka QUILTPOB AJIs 3AIIUTHI OT IECTPYKTHBHBIX NEHCTBUM U Pa3MHOKEHHS
BUPYCOB.

22.Pa3paboTKa CHCTeM yIiTyOJIeHHOTO aHAIM3a )XECTKOT0 IMCKa Ha HAINYKMe BUPYCOB.

23.PazpaGotka cucteM BoccTaHopjleHuss BC rmocie 3apaXeHHs KOMIIbIOTEPHBIMH
BUPYCaMH.

24.0cHOBHBIE (PYHKLUH TTOACHCTEMBI 3aIUUTHI IIPOrPAMM OT KOIIMPOBAHHS.

25.VnenTuduKanys annapaTHO-NPOrpaMMHON Cpeibl BBINOJIHEHNS TIPOTPaMM.

26.3amuTa MporpaMm OT HUCCIICOBaHMs.

o4 P bh 8k =

P
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27.Acnionp30BaHde KOHTPOJIBHOIO CYMMMPOBAaHUS U XOUIMPOBAHHS IS 3aIIUTHI
MPOrpaMM OT MOIM(PHKAIHIH.

28.Metoabl KpUIITOaHAINA3A.

29.Mcnone3oBaHre OOMIECHCTEMHBIX MPOrPAaMMHBIX CPEIACTB IS MIX(PPOBAHHUS
(aiinoB U paboOThI C CEKPETHBIMU JUCKAMH.

30.YHUYTOXEHHE OCTATOYHBIX JAaHHBIX.

31.1Iytu noBelmeHUsT HAAEKHOCTH NporpamMM. JKHU3HEHHBIM LUK IIPOTrPaMMHBIX
CUCTEM.

32.CucTteMHBI aHANW3 KOHLIENIMU NpOrpaMMHbIX cucteM. IIpoextuposanue I1C.
CTpyKTypHBI# NOAXO0 K MPOEKTUPOBAHUIO ITPOTrPaMM.

33.Peanu3anus npoekTa NporpaMMHBIX CUCTEM.

34.06mmue cBeaeHus: 00 OTIaiKe MPOrpaMM.

35.Pe3epBUpoBaHre CUCTEMHBIX JaHHBIX.

36.Pe3epBupoBaHre NPOrpaMMHBIX CPEJCTB BOCCTAHOBJICHHUS.

37.00mue cBeAeHUs O AUArHOCTHKE ammapaTHbIX cpeAcTB OBM. 3amumieHHbIN
pexuM QyHKIIMOHUPOBAHUS BEIYMCIUTEIBHON CHUCTEMBI.

38.TeXHOI0THs BOCCTAHOBJIEHUSI JUCKOBOM U ONEPATUBHOM MTaMSITH.

39.0T™MeHa pe3yapTaToB (OpMATUpPOBaHHMS U BOCCTAHOBJIIEHHE IOBPEXACHHBIX
¢aiinoB naHHbIX. CrieluanbHble IPOrpaMMbl BOCCTAHOBJIEHUS JaHHBIX.

40.Py4yHOo€ BOCCTaHOBIIEHUE JaHHBIX.

41.CranpaptHselii Mexanu3M 3amutel UNIX-cuctem. SAnpo 6ezonacHocta TCB.

42.OcHoBbl  HamexHoro amMuuuctpupoBanus OC  UNIX. OcobGennoctu
aJIMUHUCTpUpoBaHus oTeuecTBeHHBIX OC.

43.CpencTBa AMarHOCTUPOBAHUS U JIOKAIM3AaLUU HECAHKLIIMOHUPOBAHHOTO JIOCTyIIa B
OC UNIX.

44.061ee onucanue noautuku 6esomnacHocty OC Windows.

45.Posp agMHHHACTpaTOpa 0€30MaCHOCTH KOMIIBIOTEPHOM CUCTEMEI.

46.3amumenssle CYBJI. OreuectBenHble CYB/I. Otnnune ux MeXaHU3MOB 3aIlMTEL.

47 KoHuenTyaibHbIe BOIPOCH IOCTPOeHUs MexaHu3MoB 3amuTel CYB/I,

48.0cHoBHbIE TpeOoBaHus K noacucreMe 6esonacHocty CYB/IL.

49.006s3aHHOCTH aJIMUHUCTpaTopa  II0 3allUTe 0a3  gaHHBIX  OT
HECAaHKIIMOHUPOBAaHHOTO J0OCTYIIA.

50.00611ee NOHATHE O LETOCTHOCTH Oa3bl JAHHBIX.

51.Tumns! omu6OK, BEAYLUIMX K HAPYIIEHHIO IIEJIOCTHOCTH 0a3bl JaHHbIX.

52.3a1aHue OrpaHU4eHu LeIOCTHOCTH 6a3bl JaHHBIX.

53.TpaH3akuus U ee CBOMCTBA.

54.06ecneueHre JOCTYITHOCTH HH(GOPMALUK ¥ HETIPEPBIBHOCTU (PyHKIIMOHUPOBAHUS
HC.

55.0c00eHHOCTH BOCCTaHOBJIEHHUS paclpee/ieHHOW 6a3bl JaHHbIX.

56.ITpo6nemMa HEMPOTUBOPEYMBOCTH IIPH TapalienbHol 06paboTke naHHbIX B B/L.

57 .MeToJ HE3aBUCUMOT'O BEIIIOJIHEHHS TpaH3akuui B B/I.

58.YmpaBieHre MapaUIeNbHBIMU TPaH3aKIMAMH Ha OCHOBE BPEMEHHBIX U
BEPCHOHHBIX OTMETOK B b/JI.
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59.Meron oOHapyXeHHs1 XaKepCKOH JesATENbHOCTH Ha OCHOBE aHAIM3a XKYPHANOB
ayJuTa IOJCHCTEM 3alUThl KOMIIBIOTEPHOU CETH.

60.OcuoBHble 3amayn 3amuthl UIIO B cersix DBM. PaspaGoTka MexceTeBbIX
3KpaHoB, VPN-TexHo0rHH, ccTeM 0OHapyKEHUsT BTOPKEHHIA.

61.PaspaboTka cpeacTB aHamM3a 3alUIEHHOCTH. Pa3paboTka SKCIUIOWTOB M
COOCTBEHHBIX METOAMK IIEHTECTHHTA.

62.Mcnons3oBanre KpHUOTOrpaUUeCKHX CHCTEM Ui 3allUThl HHGOpMAlUM B
BBIYUCIIUTEIIBHON CETH.

63.IIpoTokomsl pacmpeesieHus Ktoueil B BEIYUCIUTEILHOMN CETH.

64.ITonnepxanue LETOCTHOCTH LUPKYJIUPYIOLUIUX B CETH COOOILIEHUH.

65.3amuTa OT OTpULaHKs (PaKTOB OTIPABKH U IpHEMa COOOIIECHHUH.

66.3amuTa OT HaOMIOAEHMsS 3a IIOTOKOM cOOOLIeHui (TpaduKOM) B CETH,
obecrieyeHne CKPBITHOCTH Iepefayd COOOLIeHMH W HX JAEeMAaCKUPYIOLIMX
IIPU3HAKOB.

67.Mcrone30BaHle  KBAHTOBBIX IIPOTOKOJIOB Iepelavyd JUIi  OpraHu3alu
3alUIIEHHbIX KaHAJIOB CBS3H.

68.Vcnonp30BaHle HAHOTEXHOJIOTHH JUIs peIIeHUs 3a/1a4 3alUThl HHPOPMAI[HH.

69.Mcnonp3oBaHue KBAaHTOBBIX BBIYUCIEHUA I8 pelIeHHs 3a7ad  3al[dThl
UHpOpMaIuu.

70. HanpaBnenuss nepcrneKTHBHBIX HccienoBanuii B obmactu Wb, Hosas
TeXHOJIOrH4YecKas nHuuuatuea PO u criocobsl ee peanuzanuu.
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