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PaGouas nmporpaMma paccMoTpeHa U ofoOpeHa Ha 3aceaHuu Kadeapsl «Hn-

dopmarronHas 6e3omnacHocTb» 12 mas 2017, mpotokon Ne 3.

PaGouyas mporpamMMa paccMOTpeHa 1 0100peHa yueOHO-MeTOIUUECKOM KOMHC-

cuell paKyJbTeTa KOMIBIOTEPHBIX TEXHOJIOTHH U nHPpopMaTukH 18 mas 2017 r., mpo-

TOoKOJI Ne 5



AHHOTAIIMS JUCIATLTAHBI
«TEOPETHYECKHUE OCHOBBI I TEMATHKA ITPUKJIATHOM
KPUIITOTPA®UN»

HucuunnnHa «TeopeTrueckre OCHOBBI U TeMaTHKa IPUKIIATHOW KPUITOrpa-
bun» sBISIETCS OJHOM M3 NUCLMIUIMH LUKJIA 00y4YeHHUs aclHpPaHTOB U JTOKTOPAHTOB
1o BBIOOPY U oOecrieynBaeT MpuoOpeTeHne 3HaHUN, YMEHUH U HaBBIKOB B 00JacTu
Kpunrorpadhuyeckoi 3amuThl HHPOPMALUN B COOTBETCTBUHU C TOCYJapCTBEHHBIM 00-

pa3oBaTeJIbHBIM CTAaHAAPTOM.

SUBJECT SUMMARY
« APPLIED CRYPTOGRAPHY THEORETICAL BASIS AND ITEMS »

"Applied cryptography theoretical basis and items" is one of a graduate stu-
dents training cycle disciplines at a choice. It provides acquisition of knowledge,
skills in the field of technical information security according to the state educational

standard.



HEJIN U 3AJAYHU TN CHUITJINHBI

1. M3yueHne TeOpeTHUECKUX OCHOB KpPUNTOTpadUueCcKHX MPOTOKOJIOB: TEp-
MUHOJIOTUH, CTAHIAPTOB, THIOBBIX IPOTOKOJIOB U TPeOOBAHMI K HUM, a

TaKX€ 3HaHUE CPCACTB aHAJIN3a 0e30MmacHOCTH ITPOTOKOJIOB.

2. ®opMupOBaHHE YMEHHUsS HCIIOJIB30BaHUS KPHUITOTPapHUECKUX MPOTOKO-
JIOB JUIs peuleHust 3amad obecnieueHUss WHGOPMAIIOHHOW 0€30macHOCTH
KOMITBIOTEPHBIX U TEJIeKOMMYHHMKALIMOHHBIX CHCTEM, YMEHUS IPUMEHSATh

MaTeMaTU4YCCKUEC METOABI OITUCAHHUS U UCCIICA0BaHHUA KPUIITOCUCTEM.

3. OcBoeHHe TeOPETUYECKUX OCHOB PELICHHUs 3a]1a4 ayTeHTHU()UKALUU NOJIb-
30BaTeNiell 1 MH(OpMaIuK, paclpeielieHusl KIII04Yel, MolyyeHrne HaBblKa
obecrieyeHus] HEOTPEKAEMOCTH U aHOHMMHOCTHU B COBPEMEHHBIX UH(Op-
MAaIIMOHHBIX TEXHOJIOTUSIX AJIEKTPOHHOTO JOKyMEHTO00OpOoTa U yIlpaBiie-

HUA.

[lepeyeHp KoMIeTeHIUH, B (GOPMUPOBAaHHH KOTOPBIX y4acTBYeT AMCLUILIMHA,
TIpUBEJICH B MaTpHUlle KoMneTeHui, npuiaraemoii k OOIL

HacTosimas mporpamMMa cocTtaBieHa Ha ocHOBe «lIporpaMMbl KaHIUMIATCKHUX
5K3aMEHOB I10 HCTOPHUH U (GUI0COPUN HAyKHU, HHOCTPAHHOMY SI3BIKY U CIIELHaIbHBIM
IMCLMILUTMHAMY, YTBEPXKAEHHOM npuka3oM MuHoOpHayku Poccun ot 8 oxTa6ps 2007
r. Ne 274 (3apeructpupoBan Muntocrom Poccuu 19 oxts16ps 2007 r., perucTpairoH-
HeIid Ne 10363).



MECTO JUCHUIIVIMHBI B CTPYKTYPE OOII

I[I/ICIII/IHJII/IHa «TeopeaneCKHe OCHOBBI U TE€MaTHKa HpHKHaﬂHOﬁ Kpunrorpa-
¢un» otHOCUTCH K BapuatiBHON yactu OOII. JlucimrmyHa u3ydaercs Ha OCHOBE pa-
Hee OCBOEHHOM JUCHUITIIMHBI yqe6Horo IJIaHa:

1. HPOCKTI/IPOBaHI/Ie HENICYCTPEMIICHHBIX 3alUIIICHHBIX TEXHUYECKUX CUCTEM
U ofecrieunBaeT MOATOTOBKY BBIITYCKHOW Hay4HOH KBaJM(UKAIIMOHHON pabOThI

(muccepranun).



COAEP)KAHUE JUCHUIIJINHBI
BBenenne (8 akaneM. yaca)

MecTo coBpeMeHHOM Kpunrorpaduu B NpodiieMaTHKe KOMITBIOTEPHOM Ge30macHo-
cTH. TpH OCHOBHBIE 3a/1a4H, pellaeMble KpUnTorpapuei: cCeKpeTHOCTh, ayTeHTU K-
Kalus, aHOHUMHOCTb. OCHOBHBIE THUIIBI KPUIITOCUCTEM. TeopeTHueckas U IMpaKThde-
CKasi CTOMKOCTh KpUIITOrpaduyecKkux alropurMmoB. J[okazyeMasi CTOMKOCTh MIM(POB
C OTKPBITBIM KIIFOUOM. |
Tema 1. TeopeTHkKO-4HC/I0Bble OCHOBBI KPHUNTOrpPa)uu ¢ OTKPBITHIM KJIIO-
yom(10 akameM. yaca).

DneMeHTapHas TEOpHs YUCeNl U BEIYUCIUTENbHbIE alTOPUTMBI, UCIIOJIb3yEeMBbIe IS
IIOCTPOEHHUSI U aHalu3a KpUNTOrpapuYecKUX alropUTMOB (HaXOXAEeHUE OOpaTHBIX
3HaYE€HUH B KOJIBIIAX BBIUETOB, OBICTPBIN aJrOPUTM BO3BEAECHHS B MHOTOPa3psaHYIO

CTEIeHb, U3BJIEYEHHE KBaIpaTHBIX KOPHEN 1 KOpPHEW MPOU3BOJIBHBIX CTEIICHEN).

Tema 2. ATropuT™Mbl pelieHUsl BBIYHCJIHTEIbHO ¢J10kKHbIX 3aaa4 (10 akageM. va-
ca)

AnropuT™bl  (pakTOpH3alMU TPYAHO pa3loXUMBIX Lenblx uucen.CiydaiHsle
(GYHKIMH ¥ CIydailHble IMOACTAHOBKHU.. AnroputM Pnoiina A Hax0XIeHHs 3Haye-
HHS B LIUKJIE CITydaiHOU (PyHKIMU. AJTOPUTMBI AUCKPETHOIO JIOrapu(pMUPOBaHHs B
[UKJIMYECKOM IpyIie ¥ B KOHEYHOM II0JIe: aJITOPUTM OOJBIINX M MajbIX I1aros, aj-

FOpUTM Honnapna, METOJ BBIYMCJIICHUA HHACKCOB.

Tema 3. Crporas  ayreHTHQHKanusa  a0OHEHTOB  HH(OPMAUHOHHO-
TeJIeKOMMYHHKALHOHHBIX cHcTeM (10 akaneM. yaca)

[TpoTOKOJIBI C HyJIEBBIM pasrilallleHHeM CeKpeTa. ToJKoBaHWe IOHSITUS HYJIEeBOPE
pasriamieHue cekpeTa. JIByXIIaroBble MPOTOKOJIBI C HYJIEBBIM pasrilallleHHeM Ha ocC-
HOBe 1) aJropuTMOB OTKPBHITOrO IIH(POBaHMS, 2) CXE€M OTKPBITOIO COTIJIACOBAHUS
CEeKpEeTHOro KJIoya, 3) mpolecca Iocie10BaTebHOro Bo3BeIeH s B KBajpar. [Iporo-
KoJI mociaHus B Oynymiee. Tpexmiarosble IPOTOKOJBI C HYJIEBBIM pasrijlalleHMEM

ceKpeTa ¥ UX Tpeobpa3oBaHue B IPOTOKOJBI ANEKTPOHHOM HU(POBOH momucH. BeI-
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BoZ anroputMa IudpoBoi moanucu IllHoppa. Jlokasyemasi CTOWKOCTH alrOpUTMa
noanucu [1IHoppa. JlokazaTenbcTBO CTORKOCTH KpUIITOCXeMbI PabuHa.
Cnoco6 oTKpbITOro MU(POBaHUS KaK MeHepaliy KBaIpaTHBIX U KYOUYHBIX CpaBHE-

Huil. [ToTaiiHble KaHAJBI, CBSI3aHHEIE C IPOTOKOIAMH IIM(PPOBOM MOAIIHUCH.

Tema 4. IIporokounl myasTunognucu ( 10 akagem. yaca )

['pynnoBast U koJimekTUBHas noAnuch. Mcmons3oBanue kpunrocxeMbl RSA mis
IIOCTPOEHHS MPOTOKOJIOB MYJIBTUIOAMUCH. VICIIONB30BaHe alrOpUTMOB IU(PPOBOIA
IIOJITKCH HAa OCHOBE BBIYMCIIMTENBHOW TPYAHOCTH 33aud AUCKPETHOTO JIOrapru(pMu-
pPOBaHHUSA IS TIOCTPOEHHUS MPOTOKOJIOB MYJIBTUIIOAIIMCH. Y TBepxkKAaeMas IpyIoBas
HOAIUCH. AJITOPUTMBI 3aIIUTHOTO KOHTPOJIBHOIO CyMMHUpOBaHUs. Bribop anroputma
B 3aBHCHMOCTH OT pelaeMoi 3ajayu obecrnedeHnss BO3MOXKHOCTH KOHTPOJIS LENOCT-
Hocti uHpopmanuu. KiroueBble u GeciitoyeBsle X31-QyHKIUUA. OcoO€HHOCTH NpH-
MeHeHHUS XdII-QYHKIUHA B NMPOTOKOJaxX IudpoBod mnoxmucu. IIporokosnsl crienown

UM (GPOBOM MOAMKCH.

Tema 5. Ataku ¢ npuny:kaennem ( 8 akagem. yaca)

[ToHsTHE aTak¥ ¢ MpUHYXAeHHeM. Molenu NMpuHyIuTeIbHbIX arak. IIpoGiema 3a-
IUTEI OT IPHHYIUTENBHBIX aTak. [IoHsATHe oTpHIIaeMoro (0CIIOpUMOro) MU(ppoBaus.
THIIBI IPOTOKOJIOB OTPUIIAEMOT0 MHUGPOBAaHHUS — C OTKPBITBIM KJIIOYOM, C paszeise-
MBIM KJI0YOM, OeckirodeBhle. IIceBoaBEpOsSTHOCTHOE HpoBaHUE Kak crocob a¢-

(eXTUBHOM peayM3aliy IPOTOKOJIOB OTPHULIAEMOT0 MK(POBaHUS.

Tema 6. danunTuyeckass kpuntoradus (8 akagem. gaca)

AnnapaT 3JUIMIITHYECKHX KPHUBBIX M €ro HCIIOJb30BaHUE Ul IMOCTPOCHUS KPUIITO-
CXEM C OTKPBITBIM KJIIOYOM. DKCIIOHEHLMAIbHas CTOMKOCTh KPHIITOCXEM, OCHOBAH-
HBIX Ha 3JUIMIITHYECKUX KpUBBIX. [locTpoeHNEe KpUIITOCXEM Ha OCHOBE ABYX TPYAHBIX

3aaa4.

Tema 7. Biaounbie mHQPBI H PEKAMbI HX HCIOJIb30BaHus ( 26 akajeM. 4acoB)
7



[Iupper Ha OCHOBE YNpaBISIEMbIX IEPECTAaHOBOYHBIX M  IOJCTAHOBOYHO-
IepecTaHOBOYHBIX ceTeid. OCHOBHBIE THIIBI apXUTEKTyp allllapaTHOW peanu3aluu
OnmoyHbIX mUGPOB B 3aKa3zHbIX U nporpammupyemMsix CBUC. Pexxum ucnpapieHus
omuO0K. PexxuM BepOSTHOCTHOrO IMU(PpOBaHMS. PexxuM IceBIOBEPOSATHOCTHOTO
mudpoBanus. breicTpele mporpammuble mudpsl. KommyratuBHble mudpsr U Gec-
KJIr04YeBoe mudpoBaHue. BeposTHOCTHBIE MHUGPBI ¢ CEKPETHBIM U OTKPBITBIM KITIO-
yoM. [Ipo6Giema 3amuThl HHGOPMALIMK B YCIOBUSAX OTPAaHMUEHHOCTH KIIIOYEBOr'O Ma-
tepuaia. [IpoTokois! cToiikoro mudpoBaHus ¢ KIIOUOM Majoro pasMepa. Onucanue
ornepaiyii 6JI0YHOTO MKM(POBaHUS C HCIOJB30BaHHEM OyneBbIX (QyHKuuH. JIuHel-

HOCThb U HEJIMHEWHOCTD omneparuii, iuddepeHnranbHple XapakKTepUCTUKU ONlepalui.

Tema 8. Poccuiickue kpuntorpadpuueckne cranaaprsl (10 akageMm. daca)

I'OCT P 34.10-2012, TTOCT P 34.11-2012, TOCT P 34.12-2015, TOCT P 34.13-
2015.

3akiaouenue (8 akagem. yaca )

I[NepcrieKTHBHEIE HAIPABICHUS Pa3BUTHS NMPUKIIAJHON KpUnrtorpaduu



YYEBHO-METOJUYECKOE OBECIIEHEHHME JUCHUIIJIMHBI

IlepeyeHb OCHOBHOI M 1OMOJTHHTEJILHOH Y4eOHOH JTHTEPaTypBhl,

Heo0X0AMMOH NIl 0CBOEHHUS JUCHUIIHHBI

M KouoM. — CI16.: BXB — ITetepOypr, 2007. — 298 c.

K-Bo 3k3.
Ha3Banwue,
Ne Cemectp| B 61O
oubauorpadguueckoe onucaHue
(na xad.)
OcHoBHas 1UTEpaTypa
Jlepuosa E.C., Monnosss [I.H., Monnossau H.A.
1 |Kpunrorpadudeckue npotokoust. - CII6., U3x. CIIGI'OTY, 2 42 (0)
2010. - 100 c.
MonnossH H.A. TeopeTuyeckuii MUHUMYM M aJITOPUTMBI
2 |uudposoit moamucu. — CI16.: BXB — Iletep6ypr, 2010. — 2 26 (0)
304 c.
Jepuosa E.C., Monnossa H.A., Monnossn I1.A. DnemeHTEI
3 freopeTHUecKuXx ocHOB Kpunrorpaduu. - CII6., U3n. 2 78 (0)
CII6I'9TY, 2009. - 92 c.
MonnossH A.A., Mongossu H.A., I'yn H.JL., 3oToB b.B.
4 [Kpunrorpadus. Cxopoctasle mmdpel. — CI16.: BXB — 2 25 (0)
[TetepOypr, 2002. — 496 c.
Crosmmuare B. Kpunrorpadus u 3amura ceTei: MpHHLIUIEL 1
5  |[mpakTuka., 2-¢ u31.: [lep. ¢ anrn. — M3, Jlom «Bunbsimo, 2 42 (2)
2001. - 672c.
JlomoTHUTENbHAS JTUTEpaTypa
MonnosiH H.A., MonnossiH A.A. BeelieHHe B KpUIITOCH-
1 |cremsl ¢ oTkpbITEIM KitouoM. — CIT6.: BXB —IletepOypr, 2 3(0)
2005. - 286 c.
) MonnossH H.A. [IpakTUKyM 10 KPUIITOCUCTEMAaM C OTKPBI- ) 3(0)




MonnossiH A.A., MonnossH H.A., CoseroB b.5. Kpunro- 2 19(0)
rpadust. CII6., Jlans, 2001. — 218 c.

EpemeeB M.A.., Monnosss H.A., MongossiH A.A. Kpurnro-
4 [rpa¢us. OT IpUMUTUBOB K CUHTE3y alroputMoB. — Cno.: 2 2(0)
bXB — I[letepOypr, 2004r. - 448c.

s MBanoB M.A. Kpunrorpadguueckue METObI 3aIUThI UH- 2 8(0)
dopmanmu. — M.: Kyaun-O6pa3s. 2001r. - 368c.
[Inatiep b. [Ipuknannas kpunrorpragus. ITporoxonsl, an- 2 2(0)
6 [FOpUTMBI, HCXOAHBIe TeKCTHI Ha s3bike CU. — M.: Tpuymao,
2002, -816c.

3aB. 0TIEJIOM y4eOHOM JIUTepaTyphl &% T.B. Kucenesa
L0141 17

WHdopMaoOHHbIe TEXHOJIOTUH (OIepalluOHHBIE CUCTEMBI, IPOrpaMMHOe obec-
rieyeHye oOIIero 1 CrenuaIu3uPOBAaHHOTO Ha3HAYEeHUs, a Takke HH(POpMallMOHHbIE
CIIpaBOYHBIE CHCTEMBI) U MaTepUaIbHO-TEXHUYecKast 0a3a, CII0JIb3yeMble IIPH OCY-
IECTBIIEHHH 00pa30BaTeNBHOTO Ipolecca M0 JUCHUIIIMHE, COOTBETCTBYIOT Tpebo-
BaHUAM (DelepalbHOrO TOCYJapCTBEHHOrO 00pa30BaTENbHOIO CTaHAapTa BBICLIETO
o0Opa3oBaHusl.

Onucanue WHGOPMAIHOHHBIX TEXHOJIOTHH M MaTepHalbHO-TEXHUYECKON Oa3bl
npuBegeHo B YMK/I nuCHUIIIHHEL.

KoHkpeTHBIE ()OPMBI U NPOLEAYPHl TEKYLIEro KOHTPOJIS 3HAHUM M NPOMEXY-
TOYHOM aTTECTalldH, a TAKXKe METONMYECKUe yKazaHUs A 00ydaroIluXxcs [0 caMo-
CTOATENBHOM paboTe MpH OCBOSHUH JUCLHMILIHH (conepxkammecs B OOII) moBoasrcs

A0 CBCACHUA OG}"I&IOHII/IXC}I Ha IICpBOM 3aHATUH.

10



JIUCT COI'JIACOBAHUS

Pa3pabGoTunk

JI.T.H., Ipog. M/O ,ﬁfé/ Momnposss H.A.
Penensent

I.T.H., Ipod. Bopo6bseB B.1
3aB. kad. «AnpopmannoHHasi 6€30MACHOCTD) Fal

K.T.H., JIOIL. " BopoGses E.T.
dexan ®PKTHU e

I.T.H., Ipog. j}Z _— Kynpusnos M.C.
CornacoBaHo

Ipeacenareas YMK @KTH ;//

K.T.H., JOII. L,//’ /2 Muxankos B.A.

Havaasauk MO

I.T.H., Ipo@. ) ['psizHOB A.1O.

3aBenyromuii OJJA

K.(.-M.H. //(%/ﬁ Kyueposa O.B.

4

11
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